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Introduction 

 

While European States are preparing the new European regulation on personal data, 

the General Data Protection Regulation (GDPR), on 25 May 2018, China is also 

preparing the application of the new data regulation in May 20181.  

 

Due in particular to its communist past, China has for a long time almost ignored the 

right to privacy and the protection of personal data. But since the beginning of its work 

on the subject in 2005, the Chinese legislator has been looking towards the European 

model.  

 

In 2005, when no data protection law yet existed in the country, China had considered 

adopting an ambitious text, similar to the EU directive on the subject of the personal 

data protection. A law had been prepared, with a broad European scope, covering the 

private and public sectors, inspired by international standards and the strictest 

European principles. However, this text did not pass the draft stage and never became 

a Chinese Law. 

 

Years after this first attempt, the emergence of Big Data persuaded China to 

strengthen its cyber security in the broadest sense, a belief encouraged by Edward 

Snowden's revelations2. In 2012, as the EU begins work on the GDPR, China adopts 

its first data protection laws for the private sector3. At this time, it was the American 

sectoral approach that was favored by China. 

 

At that time, many sectors were concerned by specific personal data regulations 

(postal, medical, banking, etc.), but it was especially the rules intended for the Internet 

sector that were the most developed. Gradually, their level of protection increases and 

their scope extends, while observers see a European inspiration in the content. 

 

These last years, China has become more aware of the personal data problematics 

because notably of the leakage of these data has reached unbearable levels for the 

                                            
1 Information Security Technology – Personal Information Security Standards - the National 
Information Security Standardization Technical - 29 December 2017 - effective on 1 May 2018 
2 Edward Snowden's revealed in December 2013 the worldwide monitoring of the Internet, but 
also mobile phones and other means of communication, mainly by the US National Security 
Agency (NSA). 
3 For example: Provisions on Protecting the Personal Information of Telecommunications and 
Internet Users - Ministry of Industry and Information Technology - Effective: September 1st, 
2013 
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country. In 2016, it is estimated that caused a loss of 91.5 billion yuan to the Chinese 

economy (around 11.5 billion euros), raising public concern already shaken by several 

high-profile cases. There were also national scandals that made the Chinese aware 

of the risks of data leakage like for example, the Xu Yuyu case where following the 

disclosure of personal data, a criminal stole money saved by a family for their 18-year-

old daughter's education, the girl died of a heart attack when she discovered the 

hacking. 

 

This renewed attention has strengthened the data protection concern and is had led 

to the reactivation of the 2005 project with a bigger ambition like GDPR. China's recent 

cyber security law covers a broader field than data protection in the strict sense. Many 

provisions deal with the security of systems and their control. 

 

In fact, this trend has been completed by the Cybersecurity Law of 20164, the major 

text of China's strategy for cyberspace. In particular, the legislation is accompanied by 

non-binding guidelines encouraging the adoption of best practices, clearly inspired by 

the GDPR. It clearly appears that the GDPR is already seen by the Chinese legislator 

as an example to be followed, moreover making it could be seen as an advantage for 

Chinese companies for compliance with EU law, necessary to take advantage of the 

European market. 

 

The Cybersecurity law extends data protection obligations to the entire private sector 

in China. It incorporates new principles and reinforces others existing in previous text. 

Additionally, the Law develops restrictions on the transfer of personal data and 

business data overseas that bring new problematics to foreign enterprises and 

organizations normally need to transfer information outside China especially because 

the Law stipulates that “sensitive data” and important data must be stored 

domestically. All these new constraints for domestic and foreign businesses are 

sanctioned by heavy penalties. 

 

The GDPR and the Chinese Regulation follow apparently different goals but share 

common visions and purposes. Europe and China will share in May a similar legislation 

on data regulation different from the American standards. 

  

                                            
4 PRC Cybersecurity Law, Effective July 1st 2017 
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Chapter I. The Personal Data Regulation in China 

under the PRC Cybersecurity Law  

 

Section 1. The principles guiding data protection in China 

 

In China, the new general frameworks of Data Protection is contained in the 

Cybersecurity Law of the People's Republic of China, adopted at the 24th Session of 

the Standing Committee of the Twelfth National People's Congress of the People's 

Republic of China on November 7, 2016 which came into force on 1 June 2017. With 

this Law, China had promulgated one of the most important pieces of legislation on 

the protection of personal information of Chinese History. The part concerning Data 

regulation will be effective the 1st May 2018. 

 

One of the main objective of the Cybersecurity Law is to reform data management and 

internet usage regulations in China and impose new obligations for network and 

system security. This law is also part of China’s long-term campaign for jurisdictional 

control over content on the internet. 

 

The Chinese internet legislation is derived from the administrative regulations 

regarding cyber security. Starting in February 1996, the Chinese government 

promulgated the Provisional Regulations of the Administration of International 

Networking of Computer Information Networks in China. With the fast development of 

the internet, the government enacted and promulgated the Regulations on 

Telecommunications, and the Regulations on Internet Information Services in 2000. 

In the continuation, it issued rules and regulations regarding specific administration of 

the internet and had conducted control and approbation of internet services according 

to their functions.  

 

The different aspects of the actual Chinese regulation over Internet are: Internet 

security, Internet confidentiality, administrative supervision and control, supervision 

and control (conducted by the industry itself), internet criminal law protection, control 

of internet competition, control of basic internet resources5. 

 

The real efforts to control collection and usage of data that started around 2012 with 

a government white paper which asserted that “within Chinese territory, the internet is 

                                            
5 Lai Xiaopeng, “Internet Legislation in China: The Current Situation, Problems and 
Countermeasures”, China Law, 2016, 50 p. 
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under the sovereignty of China.” China has originally made efforts to control the access 

to internet within its own borders by “The Great Firewall” (the GTW).  

 

The so called GTW could be defined as the assemblage of Laws and technologies 

enforced to frame the cyberspace of Internet in China. Its role is to forbid access to 

selected foreign websites and to slow down internet traffic and it involves the limitation 

of the access to foreign information sources, and tools (for example: Google search, 

Facebook) and mobile apps. The GTW also requires foreign companies to adapt to 

domestic regulations6. The GTW is also a tool for the government to protect “cyber 

sovereignty” and “cybersecurity” and has an impact on the development of China's 

internal internet economy by promoting domestic companies (Tencent, Alibaba, etc.)7. 

 

The Cyber Security Law is part of this ambition and the State politics and is also a 

means for the Chinese government to comply with global cyber security standards and 

best practices. In fact, prior to the new personal data regulations, the Chinese data 

industry was much less controlled than the comprehensive legal codes in place for 

cybersecurity and data management in Europe and North America, and networks were 

not sufficiently protected against cybercrime8.  

 

As a matter of fact, the main purposes of the Cybersecurity Law regulating data are 

developed at the beginning of the Law: “guaranteeing cybersecurity, safeguarding 

cyberspace sovereignty, national security and public interest9”. The actual data 

protection regulation is established in a Law which first goals are to protect the security 

of the nation and cyberspace sovereignty which are key goals to the actual 

government in China10. 

 

In China, Cybersecurity is the duty of the State which “shall develop and continuously 

improve cybersecurity strategies, specify the basic requirements and major objectives 

for guaranteeing cybersecurity, and propose cybersecurity policies, work tasks and 

measures in key fields”11. It is key objective for the Chinese Government. 

 

In addition, the Chinese Cybersecurity Law pays more attention to the protection of 

personal information and individual privacy. The Law aims to standardize the collection 

                                            
6 Zhang Xinbao, Xu Ke, “A STUDY ON CYBERSPACE SOVEREIGNTY” China Legal Science, 
2016, 33p. 
7 Ibid n°6 
8 Lai Xiaopeng, “Internet Legislation in China: The Current Situation, Problems and 
Countermeasures”, China Law, 2016, 50 p. 
9 Art. 1 of the PRC Cyber Security Law 
10 For example: Jun Mai, “Xi Jinping renews ‘cyber sovereignty’ call at China’s top meeting of 
internet minds”, South China Post, December 3rd 2017 
11 Art. 4 of the PRC Cybersecurity Law 
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and usage of personal information and invites, in this regard, he enterprises to focus 

not only on “data security”, but also on “individual privacy protection”12. 

 

As a result, the Chinese Cybersecurity Law Security impose several requirements to 

“network operators” notably the security of the system and the personal data 

protection. The Law also defines some “Critical information infrastructure” (CCI)13, for 

which there are heavier demands on the protection of key information infrastructure, 

regarding the risks the data they process on national security and citizen privacy. 

 

Section 2.The main legal sources of personal data protection 

 

Since 2012, China has attempted to set up the legal regime for personal data 

protection with several Laws and regulations. The last important achievement in this 

regard is the China’s Cybersecurity Law, effective since June 1, 2017, which provides 

the general framework to handle personal information and data and aims to frame the 

regulation on personal information. As a matter of fact, the Law and regulations on 

data protection are not totally unified and complete yet, therefore we have to consider 

several Law and regulation regarding the industry, the nature and the use the 

information. Before the Cybersecurity Law, the legislative developments on personal 

data were diversify in different sources: 

 

● Decision of the Standing Committee of the National People's Congress on 

Strengthening Information Protection on Networks - NPC Standing 

Committee - December 24th, 2012, which applies to "network service providers" 

and "other enterprises and institutions" when gathering and using electronic 

personal information of citizens in business activities. 

● Information Security Technology – Guidelines for the Protection of Personal 

Information in Public and Commercial Service Information Systems - 

National Committee of Information Security Standardization Technology - 

Effective: February 1st, 2013. The rules do not have general application: they 

principally regulate the activities of collection and use of personal information by 

telecommunications service operators and internet information service providers. 

● Provisions on Protecting the Personal Information of Telecommunications 

and Internet Users - Ministry of Industry and Information Technology - Effective: 

September 1st, 2013 

● The Administrative Measures on Online Trading issued by the State 

Administration of Industry and Commerce - January 26th 2014. This text 

                                            
12 Art. 1 of the PRC Cyber Security Law 
13 Art. 7 of the PRC Cybersecurity Law 
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regulates e-commerce in China. The administrative measures apply to the data 

collected by online merchants and providers of related services. 

● The PRC Consumer Protection Law - October 25th 2013 – Effective on 15 March 

2014 

● Measures for Punishment of Infringements on Consumer Rights and 

Interests – Effective on March 15th 2015. The PRC Consumer Protection Law 

applies to business operators in relation to the collection and use of consumer 

personal information. 

● The Regulations of the Supreme People's Court on Several Issues 

concerning the Application of Law in the Trial Cases involving Civil 

Disputes over Infringements on Personal Rights and Interests through 

Information Networks - August 21th 2014 – effective on October 10th 2014. They 

set out the potential judicial recourse for an individual to protection his privacy 

against network users or network service providers.  

In addition, there were also various other regulations and notices that impose strict 

non-disclosure and confidentiality obligations on individuals with access to sensitive 

information in specific fields before the new framework of personal data protection, 

including: 

● Medical personnel and public health authorities with respect to patient 

records. 

● Bank personnel with respect to bank customer accounts and other records. 

● Travel agencies with respect to tourist data. 

● School personnel with respect to student records 

● Civil servants with respect to government records. 

● Insurance personnel with respect to insurance customer information and 

other insurance records. 

 

From July 1st 2017, the Cybersecurity Law is the general framework completed with 

guidelines and regulations. The additional texts which precise the new regulation of 

Personal Data is: 

● Measures on Security Assessment of Cross-border Data Transfer of 

Personal Information and Important Data - Cyberspace Administration of China 

(CAC) - Draft: April 11th, 2017 

● Regulations on Protection of Critical Information Infrastructure Security - 

The Cyberspace Administration of China (CAC) - Draft: July 10th, 2017 

● Interpretation of the Supreme People's Court and the Supreme People's 

Procuratorate on Several Issues concerning the Application of Law in the 

Handling of Criminal Cases of Infringing on Citizens' Personal Information 

- Supreme People’s Court (SPC) - Effective: June 1st, 2017 

● Guidelines on Security Assessment for Data Export - National Information 

Security Standardisation Technical Committee - Last Draft: August 25th, 2017 
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● Information Security Technology – Personal Information Security 

Standards - National Information Security Standardization Technical Committee 

- 29 December 2017 - Effective on May 1st 2018. These guidelines are major 

because it is the most recent national standard concerning protection of personal 

information in China. Although the national standard is only a "recommended" 

national standard (which for purposes of PRC law, means that its compliance is 

not mandatory), it provides useful guidance on how the data protection provisions 

should be complied with by online businesses. 

 

Section 3. The Key Definitions of personal data protection under 

the Chinese Law 

The new Cybersecurity law in its article 73 brings a major change on the legal digital 

landscape by defining the following key items as followed: 

● “Networks” refers to networks and systems comprised of computers or other 

information terminals and related equipment that follow certain rules and 

procedures for information gathering, storage, transmission, exchange and 

processing; 

 

● “Network safety” refers to taking necessary measures to prevent attacks, 

invasion, disturbance, undermining and unlawful use of networks, as well as 

unexpected accidents; causing the networks to be in a state of stable and 

reliable operation, as well as safeguarding the integrity, secrecy and usability 

of network information; 

 

● “Network operators” refers to the owners and administrators of networks, as 

well as network service providers; defined broadly as network owners, 

administrators and network service provider such that any entity with an IT 

system will fall within the definition and therefore must comply with the relevant 

provisions.  The term "network operators", a broad term that can concerns 

almost any company. It is still difficult to know whether the public sector is 

affected by the Cyber Security Act, even if nothing in the text excludes it.  

 

● “Network data” refers to all kinds of electronic data collected, stored, 

transmitted, processed, and produced through networks; 

 

● “Important data”, which similarly is widely defined under the same legislation 

and refers to data closely related to national security, economic development 

and public interests. The exact scope of what constitutes "important data" will 

be determined by relevant industry supervisory authorities 
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● “Personal data” refers to all kinds of information, stored in electronic or other 

form, which individually or in combination with other information allows the 

identification of a natural person’s individual identity, including but not limited to 

their name, date of birth, identity card number, personally distinctive biological 

information, address, telephone number, etc.  

 

Although these definitions appear as certain progress, one could argue the degree of 

technical precision leaves a large margin of interpretation for the relevant authorities 

to apply the Law14. 

For some of the concepts the given definition is broaden compare to the previous 

Chinese Data regulation. The definitions of some concepts used in the Law was 

already present in Previous Chinese Law like a definition of “personal information” 

already contained in Provisions on Protecting the Personal Information of 

Telecommunications and Internet Users : “user's name, date of birth, identity card 

number, address, telephone number, account number, passwords and other 

information with which the identity of the user can be distinguished independently or 

in combination with other information, as well as the time, and place of the user using 

the service and other information, as collected by telecommunications service 

operators and Internet information service providers in the process of providing 

services”15. 

 

In fact, there are several definitions of personal information in the different Laws but 

according to the actual regulation under the Cybersecurity Law, “personal information” 

refers to information which relates to an individual and which either (a) can 

independently identify the individual, or (b) may be used to identify the individual when 

combined with other information. 

 

In addition, the National Standards on Personal Data published on December 29, 2017 

expand the definition of personal information to include data that will reflect the 

activities of an identified individual (for example: tracking information about the location 

and content of communications). In addition, the new standards set specific and 

stricter requirements for "sensitive personal information" - defined as “information 

that, if disclosed, provided unlawfully or used without permission, can endanger 

human rights and the security of property, can easily harm reputation, physical and 

mental health or discriminatory treatment”. Some examples of sensitive personal 

                                            
14 Chris Mirasola, “An Update on Chinese Cybersecurity and the WTO”, Law Fare Blog, March 
2, 2018 
15 Provisions on Protecting the Personal Information of Telecommunications and Internet 
Users Ministry of Industry and Information Technology - Effective: September 1st, 2013 
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information include medical and biometric information, criminal offences, or personal 

information about minors under the age of 1416. 

 

Section 4. The Collection and Use of Personal Data under the 

Chinese Regulation 

 

The new data protection regulation offers new rights to Chinese citizens and national 

Standards on Personal Information further clarify the rights of individuals affected by 

personal information, including the following: 

 

- The right of access 

The individuals concerned have the right to access their personal information 

controlled by a data controller and to obtain confirmation from the data controller of 

the location and purpose of the processing of their personal information. 

 

- The right of rectification 

Data subjects may ask the controller either to rectify the personal information or to 

provide the data subject with the means to rectify his or her personal information where 

the data subject finds that the personal information under the controller's control is 

incorrect or incomplete. 

 

- The right to be forgotten 

The individuals concerned have the right to ask the data controller to delete their 

personal information, to stop the dissemination of personal information and to ask third 

parties to stop the processing of personal information if the data controller terminates 

its service or products or if the processing of personal information by the data controller 

is contrary to applicable laws and administrative regulations or to the scope agreed 

with the individuals concerned. 

 

- The right of Data Portability 

The individual can request and the data controller shall provide the individual with a 

copy of the following personal information or, at the request of the individual, provide 

the copy to a third party, if technically possible (basic personal information and 

personal identifying information, personal health information and physiological and 

personal information, and personal educational information). 

 

With regard to all these new rights of the data subject, controllers of personal data 

should have in place internal policies to deal with requests made by data subjects in 

                                            
16 Information Security Technology – Personal Information Security Standards - National 
Information Security Standardisation Technical Committee -  December 29th 2017 



12 
 

the exercise of these rights and to respect the obligations imposed by the applicable 

Laws and the administrative regulations. 

 

Any organization or individual needing to obtain the personal information of other 

persons is subject to regulation on Personal information protection17. It is also the case 

for an organization or an institution that determines the purposes and manners of 

processing personal information, actually controls personal information and processes 

personal information through any information system18. 

 

The data protection regulation applies also to the “Network operators” that means 

owners, managers and network service providers according to Measures on Security 

Assessment of Cross-border Data Transfer of Personal Information and Important 

Data and Guidelines on Security Assessment for Data Export. 

 

Even the new General Provisions of the Civil Law of the People's Republic of China of 

2017 contain the obligations concerning the collection of personal data providing what 

any organization or individual processing personal information shall do: 

● legally obtain and ensure the security of such information,  

● and shall not illegally collect, use, process, or transmit the personal 

information of other persons,  

● nor illegally buy, sell, provide, or publish the personal information of 

other persons.19” 

 

Also, according to the Cybersecurity Law, the network operators “shall follow the 

principles of legality, rightfulness and necessity, disclose the rules for collection 

and use, explicitly indicate the purposes, means and scope of collecting and using 

information, and obtain the consent of the persons whose information is collected.”20. 

These operators can only collect personal data relevant to the services provided by 

them21. 

 

Otherwise, Network operators shall not divulge, or damage the personal information 

collected by them, and shall not transfer personal data to any other person without the 

consent of the person whose information is collected, except if the system is privacy 

by-design compliant, with anonymization of the data defined as: “the information has 

                                            
17 Article 111, General Provisions of the Civil Law of the People's Republic of China 
18 Appendix B & C, Information Security Technology – Personal Information Security 
Standards - National Information Security Standardisation Technical Committee - 29 
December 2017 
19 Article 111, General Provisions of the Civil Law of the People's Republic of China 
20 Article 41, PRC Cybersecurity Law 
21 Article 41 alinea 2, PRC Cybersecurity Law 
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been processed in a manner that it is impossible to distinguish a specific person and 

it cannot be retraced22”. 

 

Moreover, some organisation have more obligations than other because of their 

sensitive position for the national and the public security: “The Critical Information 

infrastructure” (CII). In fact, the Cybersecurity Law is more specially targeted to:” 

important industries and fields such as public communications and information 

services, energy, transport, water conservancy, finance, public services and e-

government affairs and the critical information infrastructure that will result in serious 

damage to state security, the national economy and the people's livelihood and public 

interest if it is destroyed, loses functions or encounters data leakage”23. 

 

The Cybersecurity Law imposes heavier obligations for the CII concerning the 

collection of data like the necessity to conduct a security assessment before data 

export and to store the data in China: 

 

“Personal information and important data collected and produced by critical 

information infrastructure operators during their operations within the territory 

of the People's Republic of China shall be stored within China. If it is indeed 

necessary to provide such information and data to overseas parties due to 

business requirements, security assessment shall be conducted in 

accordance with the measures developed by the national cyberspace 

administration in conjunction with relevant departments of the State Council, 

unless it is otherwise prescribed by any law or administrative regulation24” 

 

In practice companies frequently store their data outside China for multiple reasons. 

China's Cybersecurity Law makes the location of data in China a default requirement. 

And regarding the vague definition of the CII, a lot of companies can be subject to 

these new requirements. This is also why this measure had gather lot of critics from 

foreign companies and authorities. These provisions on the location of data in China 

and the rules for the transfer of such personal data will be mandatory in May 2018 but 

some companies have already started the process of compliance. They can also ask 

the State administration CAC to know if they shall consider themselves as CII. Apple 

decided in January 2018 to transfer the data of Chinese iCloud users’ to a data center 

in China considering naturally itself as a CII. The 28 February 2018. iCloud users' data 

were transferred to a store not in the United States but in China, at a local Apple 

partner (includeing photos, contacts, messages).  

 

                                            
22 Article 42, PRC Cybersecurity Law 
23 Article 31, PRC Cybersecurity Law 
24 Article 37, PRC Cybersecurity Law 
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The Cybersecurity laws and related regulations provide that the personal data 

collected and its use must be necessary, legal and appropriate and individuals must 

be notified of the purposes, methods and scope of use of information collected, and 

more importantly, the consent of the individuals from whom information is collected 

must be obtained before collecting and using such information. 

 

Otherwise, the new standards for personal information protection have strengthened 

the conditions for consent and require that an application for consent be made in an 

understandable and easily accessible form for the purposes of processing the 

personal information attached to the application for consent. The request for consent 

must also be distinguishable from other issues by the use of clear and simple 

language. In certain special circumstances, where the information to be processed 

falls within the definition of "sensitive personal information", the express consent of the 

individual concerned must be obtained. Express consent means express consent 

given in writing or other positive action by a person concerned. A personal information 

controller is also required to provide the individual with the means to withdraw consent. 

The National Standards on Personal Information further expands the clarity of the 

exemptions to the consent requirement. For example, consent would not be required 

from individuals affected by the personal information if the information to be collected 

has been legally published, either by the individual concerned or by legal means, such 

as a legal press report and disclosure by the government, if the information will be 

used for criminal investigations, or for the performance or implementation of a contract, 

etc. 

The new standards establish useful models/illustrations on how to obtain consent for 

the collection and processing of personal information. Personal information processors 

may follow the templates to update their consent procedures when reviewing their own 

consent mechanisms25. 

Since December 2017, Chinese regulations also require network operators to take the 

necessary technical and other measures to ensure the security of the personal 

information they collect and prevent leaks, damage and loss of information. Where 

personal information has been or is likely to be disclosed, damaged or lost, the 

operator shall immediately take corrective measures, inform users in good time and 

inform the competent service in accordance with the relevant provisions. 

 

                                            
25 Appendix C, Information Security Technology – Personal Information Security Standards - 
National Information Security Standardisation Technical Committee - 29 December 2017 



15 
 

Section 5. The transfer of Personal Data 

1. General data transfer rules 

Although there are no uniform rules about transfer of personal data in the mandatory 

laws or regulations, reference can be made to the rules set out in the Guidelines on 

Security Assessment for Data Export released by the National Information Security 

Standardisation Technical Committee26. Under the Guidelines, “transfer of personal 

data” refers to the provision of personal data by a Data Controller to a Data Receiver, 

such as disclosing the data to the public, disclosing to a certain group of people, or 

authorizing a third party to process the information. To legally transfer data to third 

parties, the following conditions should be met: 

● Obligation of Information: The Controller needs to present to the subjects the 

purpose and scope of data transfer to the data subject, and the data hence 

transferred should not exceed the scope so explained. 

 

● Obligation of technical ability: The Controller ensures that the Receiver has the 

capacity to properly process personal data and enters into a data transfer 

agreement with the Controller thereby imposing data protection obligations on the 

Receiver. 

 

● Obligation of confidentiality: data will not be accessible to any other persons 

other than the Receiver. 

 

● Obligation of consent: In case of transfer to an entity outside China, the express 

consent of the data subject, governmental permission or other explicit legal or 

regulatory permission must be obtained. Before giving its consent, in a cross-

border data transfer, data subjects shall be notified regarding the purpose, scope, 

content, the recipient, as well as type and the country or region in which the 

recipient is located and shall consent to the transfer. The cross-border transfer of 

personal information of a minor must be consented by the guardian27. 

 

The intragroup transfers are not explicitly excluded from these restrictions, which 

means that transfer of personal data between group companies will also be considered 

as transfer to a third party and be subject to the said conditions. This is also a 

controversial point of the new Chinese Personal Data regulation (Cf. Chapter 3) 

                                            
26 Guidelines on Security Assessment for Data Export - Last Draft: August 25th, 2017 
27 Article 4, Measures on Security Assessment of Cross-border Data Transfer of Personal 
Information and Important Data and the Guidelines on Security Assessment for Data Export 
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2. The Privacy Impact Assessment under Chinese regulation 

 

The obligations concerning the Security Assessment of Personal Data can be found 

in the Measures on Security Assessment of Cross-border Data Transfer of Personal 

Information and Important Data and the Guidelines on Security Assessment for Data 

Export. 

 

It is important to remind that these two texts are still at the stage of Draft, therefore, 

these obligations have not yet come into force but they give indications for the future 

obligations of the Security Assessment. 

 

The Chinese regulation imposes Network operators to organize self-assessment for 

the security of cross-border data transfer before the data is transferred overseas and 

shall be responsible for the results of such an assessment28. 

 

In accordance with the Guidelines, the following circumstances shall be deemed as 

data exports: 

● The personal information and important data is provided to any entity within the 

territory of China who is not subject to the jurisdiction of China or not registered 

within the territory of China; 

● The data which is not transferred to or stored in places other than China is 

accessed and viewed by overseas institutions, organizations and individuals 

(except for public information and webpage visits); 

● A network operator group exports its internal data which involves personal 

information and important data collected and generated in the course of its 

operations within the territory of China29. 

 

The security assessment of the cross-border data transfer shall focus on the different 

aspects such as: 

● The need for cross-border data transfer; 

● The personal information involved, including, but not limited to, the quantity, 

scope, type, sensitivity and whether or not the individual has consented to the 

transborder transfer of personal information; 

● The relevant data concerned, including, inter alia, the quantity, scope, type and 

sensitivity level of the relevant data; 

                                            
28 Article 7, Measures on Security Assessment of Cross-border Data Transfer of Personal 
Information and Important Data and the Guidelines on Security Assessment for Data Export 
29 Guidelines on Security Assessment for Data Export - Last Draft: August 25th, 2017 
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● The security measures of the recipient of the data, its security capacity and level 

of protection, as well as the cyber security environment of the country or region in 

which the recipient is located; 

● The risks arising from the leakage, damage, alteration or misuse of data after a 

cross-border transfer or subsequent re-transfer. 

● Risks to national security, societal and public interests, and legitimate individual 

rights and interests arising from the transfer and aggregation of data across 

borders. 

● Other important aspects that need to be assessed30. 

 

If any of the following conditions apply to the data to be transferred abroad, the 

“network operator” must contact the relevant industry or regulatory authority to 

organise the safety assessment: 

● contains personal information of more than 500,000 individuals; 

● The amount of data exceeds 1,000 GB (condition deleted in the last project); 

● Contains data on, for example, data on nuclear facilities, chemical biology, 

national or military defense, population health, large-scale engineering data, 

marine environment and sensitive geographical information; 

● Contains information on cyber security, such as system vulnerabilities or security 

measures related to critical information infrastructure; 

● Provision of important personal information and data to recipients abroad by 

operators of critical information infrastructures; 

● Other circumstances that may affect national security and societal and public 

interests that are considered to be under assessment by industry regulators or 

appropriate regulatory authorities. 

● If the competent industrial regulators or regulatory authorities are not clear, the 

assessment is organised by the national cyberspace authority31. 

 

In accordance with the Guidelines on Security Assessment for Data Export, network 

operators shall establish working groups for data export security self-assessments 

mainly consisting of lawyers and professionals of policy, security, technology, 

management and other areas. Their responsibilities include reviewing data export 

plans submitted by business units and regularly carrying out inspections and spot 

checks on the data exports32. 

 

The Guidelines require that business units of network operators who need to conduct 

data exports shall prepare data security plans and verify the purpose of such export 

                                            
30 Article 8, Measures on Security Assessment of Cross-border Data Transfer of Personal 
Information and Important Data and the Guidelines on Security Assessment for Data Export 
31 Article 9, Guidelines on Security Assessment for Data Export 
32 Guidelines on Security Assessment for Data Export - Last Draft: August 25th, 2017 
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including its lawfulness, appropriateness and necessity as well as the risks of security. 

Where the permission of the State cyberspace administration and the industry 

regulatory authority is required for the data export, the network operator shall submit 

the assessment report to the State cyberspace administration and the industry 

regulatory authority for approval prior to such export. Otherwise, Network operators 

have to submit security self-assessment reports to the industry regulatory authority or 

the State cyberspace administration (if there is no definitive industry regulatory 

authority) under the following circumstances: 

 

● Security self-assessment is performed by a critical information infrastructure 

operator; 

● The amount of personal information exported within one year has reached the 

amount required by the government's cyberspace administration and/or industry 

regulator; 

● Data to be exported include data on nuclear facilities, biochemistry, national 

defense and military industries and demographic health, as well as sensitive 

geographic data related to large-scale projects and the marine environment, and 

other important data; 

● The data to be exported concerns information relating to cyberspace security, 

such as security breaches in the critical information infrastructure and specific 

security measures; 

● Any other circumstances that may affect the national security, economic 

development and social public interests33. 

 

According to Chinese regulation, network operators to carry out security self-

assessments every year and further specifies that a self-assessment should be 

initiated: 

● when data is to be exported; 

● before a critical information infrastructure operator carries out the data export; 

● with respect to personal information and important data to be exported with 

products or businesses that have completed security self-assessments for data 

export, when there is a major change in the purpose, scope, type, quantity and 

other aspects of the data export, the recipient changes, or a major security 

incident occurs; 

● as required by the competent industry or regulatory authorities.  

                                            
33 Guidelines on Security Assessment for Data Export 



19 
 

 

Section 6. Sanctions 

 

Penalties for infringements of the core data protection provisions of the Cyber Security 

Law may include a fine of up to 10 times the amount of unlawful gains or a fine of up 

to RMB 1,000,00034. Persons in charge of data protection compliance within an 

organization, and other responsible individuals, may be separately subject to a fine of 

between RMB 10,000 and 100,000, or between RMB 50,000 and 500,000 for serious 

cases35. 

 

The Interpretations of the Supreme People’s Court and the Supreme People’s 

Procuratorate on Several Issues concerning the Application of Law in the Handling of 

Criminal Cases Involving Infringement of Citizens’ Personal Information (9 May 2017) 

sets out certain circumstances in which the unauthorized collection, transfer or receipt 

of personal information will constitute a criminal offence under the PRC Criminal Law, 

and the associated penalties (3 years of detention)36. 

For example, the establishment of websites or communication groups for obtaining, 

selling or transferring personal information can be punished upon conviction by a fine 

of up to five times the illegal proceeds, and imprisonment of up to three years. A person 

convicted of illegally obtaining personal information concerning communication 

records, health information or credit or asset information take the risks to be punished 

by a fine of up to five times the illegal proceeds and imprisonment for up to seven 

years37. 

 

  

                                            
34 Article 66, PRC Cybersecurity Law 
35 Article 66, PRC Cybersecurity Law 
36 Article 253A Criminal Liabilities under the PRC Criminal Law and Article 2, 4, 8 of Criminal 
Liabilities under the PRC Criminal Law in accordance with Interpretation of the Supreme 
People's Court and the Supreme People's Procuratorate on Several Issues concerning the 
Application of Law in the Handling of Criminal Cases of Infringing on Citizens' Personal 
Information 
37 Article 12 Criminal Liabilities under the PRC Criminal Law in accordance with Interpretation 
of the Supreme People's Court and the Supreme People's Procuratorate on Several Issues 
concerning the Application of Law in the Handling of Criminal Cases of Infringing on Citizens' 
Personal Information 
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Chapter II. The Personal Data Regulation in UE under 

GDPR 

Section 1. The principles guiding GDPR 

 

The EU General Data Protection Regulation (GDPR) replaces the Data Protection 

Directive 95/46/EC and was designed to unify Data Privacy Laws across Europe, to 

protect and to give new rights to all EU citizens data privacy. The aim of the GDPR is 

to protect all EU citizens from privacy and data breaches in an increasingly data-driven 

world that is vastly different from the time in which the 1995 directive was established. 

In fact, the directive was not strong enough to protect personal data in the new 

economy of data lead by Google, Facebook, or Apple. 

The first motivation and purpose of the regulation as the preamble empathize is the 

protection of the “fundamental rights and freedoms38” of the citizen like: the respect for 

private and family life, home and communications, freedom of thought, conscience 

and religion, freedom of expression and information, freedom to conduct a business, 

the right to an effective remedy and to a fair trial, and cultural, religious and linguistic 

diversity39. In fact, all these fundamental rights are listed in the Preambule of the 

GDPR. In Europe, the data protection is not automatically related to Cybersecurity or 

Cyber sovereignty even if the security of the data and the systems is one of the 

concerns guiding the adoption of the GDPR. The term “security” appears only few 

times in the Law, but the focus is more specifically on the individual and fundamental 

freedoms and rights of individuals living in Europe. 

As a regulation, the text will be imperative and directly applicable as is in all EU 

Member States. However, member States will still be able to maintain or to introduce 

national provisions in the specific areas identified in the GDPR, including Labour40 

Justice and security41, Research & Development42 and healthcare43. The capacity of 

adaptation is broader in this field because of the different conceptions and values 

applying to these fields in the European member states.  

 

Arguably the biggest change to the regulatory landscape of data privacy comes with 

the extended jurisdiction of the GDPR, which applies to all companies processing the 

personal data of data subjects residing in the Union, regardless of the company’s 

                                            
38 Article (4) of the Preambule, GDPR 
39 Article (4) of the Preambule, GDPR 
40 Art 88, GDPR 
41 Article 23, GDPR 
42 Art 89, GDPR 
43 Art 9-4, GDPR 
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location. Previously, territorial applicability of the directive was ambiguous and referred 

to data process “in context of an establishment”44. This topic has arisen in a number 

of famous cases especially illustrating the use of personal data by American Internet 

companies. GDPR makes its applicability very clear - it will apply to the processing of 

personal data by controllers and processors in the EU, regardless of whether the 

processing takes place in the EU or not. This is a major change in the data regulation 

in Europe which shows that GDPR aims at protecting individuals living in Europe by 

protecting their personal data. 

 

In fact, the persons protected under GDPR are called “data subjects”45, identified or 

identifiable natural persons46 who are in the Union47. The Regulation opted for a 

location of a data subject as a criterium for protection under GDPR, instead of a more 

formal approach such as EU citizen, or legal resident of the EU, thus making an 

extensive approach towards any person who is in the Union.  

 

Section 2. The Key definitions in GDPR 

 

The Article 4 of the GDPR defined the most important terms concerning data protection 

as: 

 

• 'personal data' means any information relating to an identified or identifiable 

natural person ('data subject'); an identifiable natural person is one who can be 

identified, directly or indirectly, in particular by reference to an identifier such as 

a name, an identification number, location data, an online identifier or to one or 

more factors specific to the physical, physiological, genetic, mental, economic, 

cultural or social identity of that natural person;  

 

• 'processing' means any operation or set of operations which is performed on 

personal data or on sets of personal data, whether or not by automated means, 

such as collection, recording, organization, structuring, storage, adaptation or 

alteration, retrieval, consultation, use, disclosure by transmission, 

dissemination or otherwise making available, alignment or combination, 

restriction, erasure or destruction;  

 

• 'controller' means the natural or legal person, public authority, agency or other 

body which, alone or jointly with others, determines the purposes and means 

of the processing of personal data; where the purposes and means of such 

                                            
44 Directive 95/46/EC  
45 Article 4, GDPR 
46  Article 4, para 1, GDPR 
47 Article 3, para 2, GDPR 
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processing are determined by Union or Member State law, the controller or the 

specific criteria for its nomination may be provided for by Union or Member 

State law;  

 

• 'processor' means a natural or legal person, public authority, agency or other 

body which processes personal data on behalf of the controller;  

 

• 'supervisory authority' means an independent public authority which is 

established by a Member State pursuant to Article 51;  

 

• 'cross-border processing' means either: 

(a) processing of personal data which takes place in the context of the activities of 

establishments in more than one Member State of a controller or processor in the 

Union where the controller or processor is established in more than one Member 

State; or 

(b) processing of personal data which takes place in the context of the activities of 

a single establishment of a controller or processor in the Union but which 

substantially affects or is likely to substantially affect data subjects in more than 

one Member State.  

 

Section 3. The Collect and Use of Personal data 

 

There are fundamental principles applying to data processing operations listed in the 

GDPR:  

• Lawfulness 

• Loyalty and Transparency 

• Restriction and respect of purposes 

• Minimization 

• Accuracy 

• Retention period 

• Security 

• Accountability48. 

 

These principles are guiding the obligations of the controller and the processor as the 

new rights given to individuals living in EU. 

 

As a result of the goal of the Law to protect EU citizen personal information, they 

benefit from rights listed in the GDPR: 

                                            
48 Art. 5, GDPR 

http://www.privacy-regulation.eu/en/article-51-supervisory-authority-GDPR.htm
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• Right to Access: Part of the expanded rights of data subjects outlined by the 

GDPR is the right for data subjects to obtain from the data controller 

confirmation as to whether or not personal data concerning them is being 

processed, where and for what purpose. Further, the controller shall provide a 

copy of the personal data, free of charge, in an electronic format. This change 

is a dramatic shift to data transparency and empowerment of data subjects. 

 

• Right of information: receive clear and understandable information collected 

by an entity49 

 

• Right to Data Portability: A right to request one service provider to transmit 

the personal data to another service provider (for example: when switching from 

one to another internet social network or switching to another cloud provider)50. 

 

• Right “to be forgotten”: also known as Data Erasure, the right to be forgotten 

entitles the data subject to have the data controller erase his/her personal data, 

cease further dissemination of the data, and potentially have third parties halt 

processing of the data. The conditions for erasure, include the data no longer 

being relevant to original purposes for processing, or a data subjects 

withdrawing consent. It should also be noted that this right requires controllers 

to compare the subjects' rights to "the public interest in the availability of the 

data" when considering such requests51. 

 

• Right to consent: In cases when companies need consent to process your 

data, they will have to ask for it and clearly indicate what use will be made of 

personal data. Your consent must be an unambiguous indication of the person 

wishes and be provided by an affirmative action. So, the companies won’t be 

able to hide behind long legalistic terms and conditions that people never 

read52.  

 

• Right to be informed of a Breach: Under the GDPR, breach notification will 

become mandatory in all member states where a data breach is likely to “result 

in a risk for the rights and freedoms of individuals”. This must be done within 72 

hours of first having become aware of the breach. Data processors will also be 

required to notify their customers, the controllers, “without undue delay” after 

first becoming aware of a data breach.  

 

                                            
49 Art. 15, GDPR 
50 Art. 20, GDPR 
51 Article 17, GDPR 
52 Art. 4 (11) and 7, GDPR 
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• Better protection of children online: Children may be less aware of the risks 

and consequences of sharing data and are less aware of their rights. This is 

why any information addressed specifically to a child will need to be adapted to 

be easily accessible, using clear and plain language53.  

 

In consequences of the new rights of data subjects and the principles listed by GDPR, 

data collectors and processors shall respect obligations listed in the GDPR when they 

collect, store, or use data. First of all, according to the article 6 of the GDPR, the 

processing operation shall meet conditions to be regarded as lawful:  

1. processing operation must always be based on a legal basis which is consistent 

with the GDPR 

2. Consent of data subjects 

3. Performance of a contract 

4. Compliance with a legal duty imposed on the data controller 

5. Safeguarding vital interests 

6. Exercise of a public interest or a public authority mission 

7. Legitimate interests pursued by the data controller or by a third party 

 

Additionally, in the event of reuse of data collected for another purpose and without 

the consent of the person concerned, the data controller must validate again the 

legitimacy of the processing operation. On the contrary, the controller can use also 

safeguards to avoid these obligations (including encryption and pseudonymization) 

 

The GDPR imposes obligations to the Data Controller defined as the natural or legal 

person who determines, alone or jointly with others, the purposes and means of the 

data processing54.  

Even if the data controller is established outside the EU and processes data 

concerning persons in the EU (by proposing goods and services, behavioral 

monitoring, etc.), it shall appoint a representative in the EU to act on its behalf towards 

complying with the GDPR. The data controller has some obligations in processing 

personal data: 

● to implement appropriate technical and organisational measures to ensure and 

be able to demonstrate that the processing is made in compliance with the 

GDPR)55 

● Pseudonymization, data and processing minimisation (transparency, right to be 

forgotten, limitation, portability56 

● to keep records of all processing activities57 

                                            
53 Art. 8, GDPR 
54 Art. 4-7, GDPR 
55 Art. 24.1, GDPR 
56 Art.25, GDPR  
57 Art. 30, GDPR  
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● to ensure the security of the processing according to risks58  

● to notifie Data breach59 

● to implementation of data protection impact assessments60 

● to inform data subjects of personal data breaches61 

● to appoint of a Data Privacy Officer (DPO) in certain cases62 

● to conclude a specific contract with data processors63 

● to draft a Code of conduct or certification (optional)64 

● to cooperate with data protection authority65 

 

The data controller could have possibility a joint controller. If so, the allocation of duties 

must be organized contractually between them. In the case of a Joint control of the 

personal data, the Joint Controllers shall sign contracts defining respective roles and 

satisfy to the same obligations as individual data controllers. The Data processors 

have the following obligations: 

● to provide sufficient security guarantees (technical and organizational 

measures) 

● to hire of subsequent subcontractor’s subject to prior written permission from 

the data controller.  

● to draft subcontractors’ contracts: minimum obligations to insert 66(to act only 

on instructions from the data controller, confidentiality and security, obligation 

to help the data controller to respect provisions related to 

notifications/communications of data breaches and impact assessments).  

● to act only upon instructions of the data controller67 

● to keep records of all processing activities68 

● to appoint a DPO69 

● to cooperate with data protection authority70 

 

The Responsibility of entities processing personal data, representatives of controllers 

or processors, established outside the EU71 are: 

● to designate in writing a representative in the EU, except in occasional 

processing not involving the processing of sensitive data on a large scale or 

                                            
58 Art. 32, GDPR 
59 Art. 33, GDPR  
60  Art. 35, GDPR 
61 Art. 34, GDPR 
62  Art. 37, GDPR 
63 Art. 28, GDPR 
64 Art. 40 & 42, GDPR  
65 Art. 31, GDPR 
66 Art. 28, GDPR 
67 Art. 29, GDPR 
68 Art. 30, GDPR  
69 Art. 37, GDPR 
70 Art. 31, GDPR 
71 Art. 27, GDPR 
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public authority or processing of data relating to criminal convictions and 

offences. 

● to appoint to act in the name and on behalf of the DC or DP in complying with 

the GDPR 

● The representative shall be established in one of the Member States where the 

data subjects are located.  

● to mandate: contact point for both authorities and data subjects 

 

In a case of a personal Data Breach, defined as « a breach of security leading to the 

accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or 

access to, personal data transmitted, stored or otherwise processed »72, the Data 

controller shall notificatify to the competent supervisory authority: 

 

● the data controller and the processor have to inform the controller without 

undue delay in case of a breach 

● the notification shall be done without undue delay and no later than 72h after 

having become aware of the breach (possibility of informing by phases) 

● unless the personal data breach is unlikely to result in a risk to the rights and 

freedoms of natural persons 

● Record keeping of personal data breaches allowing the supervisory authority73 

 

The Data controller shall notificatify to data subject the breach of personal data if the 

breach is “likely to result in a high risk to the rights and freedoms of a natural person” 

with exceptions (encryption or disproportionate measures)74. 

 

The GDPR is based on a risk self-assessment approach with internal organization 

(record of processing activities, Data Protection Officer), the anticipation of processing 

risks when launching data processing to design security measures which is a major 

change in the Data regulation in EU. 

 

Section 4. The Transfer of Data outside of UE 

 

In principle, the transfer of personal data outside of towards third countries or 

international organizations is forbidden, except if: 

 

● There is an adequate level of protection within the third country: 11 

adequacy decisions issued according to the European Commission (Canada, 

                                            
72 Art. 33, GDPR 
73 Art. 33, GDPR 
74 Art. 34, GDPR 
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Argentina, Switzerland, Israel, New Zealand, the USA with the Privacy Shield, 

etc.) 

 

● Data controller or Data Processor provided appropriate safeguards and a 

commitment to respect the rights of data subjects and effective legal 

remedies. The « Appropriate safeguards » in a data transfer are for examples 

the adoption of a specific international legal instrument, or a Standard 

contractual clause issued by the European Commission, a Standard contractual 

clauses authorised by a data protection authority with the approval of the 

European Commission. 

 

● The processing operation has a specific legal basis depending on the 

purpose of the processing operation (for example: consent, public interest, 

performance of a contract, protection of the data subject’s vital interests…) 

 

These exceptions need to be develop. GDPR distinguished three main types of 

country: those recognized by the European Commission as benefiting from a sufficient 

level of protection, the specific case of the United States and all the other countries of 

the world. 

 

For these other countries, without "adequate" protection, even the decision of a court 

or authority does not allow a transfer that is not based on an international agreement, 

such as a mutual legal assistance treaty.  

 

It would only be possible to carry out processing operations which induce data 

transfers in these other countries if they are based on "appropriate guarantees" or if 

they can be part of "particular situations". 

 

Whatever the method, the spirit is that the European citizen does not lose the rights 

given to him by the Regulation when data is transferred outside its area of application, 

the European Union. 

 

The Regulation expresses this will by saying that European citizens must be given 

"appropriate guarantees". However, on this subject, although the Regulation has 

brought simplification, it does not lead to any real clarification, as the tangle of systems 

remains relatively complex when going into the details of these different regimes. 

 

A certain number of countries, whose list is likely to expand, are recognized by the 

European Commission as guaranteeing an "adequate" level of protection according 

to a precise list of criteria set out in the Regulation. 

 

These countries are relatively few at present. There are, for example, New Zealand, 

Argentina, Switzerland, Israel or Canada. 
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This recognition is granted after analysis of their data protection regime which must 

be at least equivalent to that of European Union legislation. The Commission shall 

take into account, in particular, the rule of Law, respect for Human Rights and 

fundamental freedoms, relevant legislation and the existence and effective functioning 

of an independent supervisory authority. 

 

With these countries, it is possible to make circulate personal data flows freely but 

respecting the rules of European legislation and those that the country concerned 

applies on its territory. 

 

The United States is a special case concerning data transfer. Under the GDPR. 

They benefit from a specific agreement, the Privacy Shield, which came into force in 

2016 after the cancellation of the Safe Harbor by the Court of Justice. It can be used 

to transfer personal data, but only if the recipient companies have previously 

registered on the register kept by the US administration. 

 

Before transferring personal data to a US-based company that claims to be certified, 

European companies must ensure that the US company has an active certification 

(certifications must be renewed annually) that covers the data in question. 

 

A mechanism for regular evaluation of the functioning of this system exists as for all 

countries which are declared as having an adequate level of protection by the 

European Commission but this does not prevent Privacy Shield from being criticized 

both for the effective nature of the protection it provides and for the respect of its rules 

by the American companies which adhere to it. 

 

This agreement is the subject of proceedings before the Court of Justice of the 

European Union. The most numerous forecasts predict a cancellation of Privacy 

Shield, as had been the case with Safe Harbor. 

 

Concerning the rest of the world, for countries that are not recognized by the 

European Union as having adequate protection, the Regulation simplifies the 

previous legislation because, until now, transfers of personal data were subject to 

authorization. 

 

From now on, the controller or processor may transfer personal data to a third country 

or international organization without prior authorisation if he himself has provided 

appropriate safeguards to ensure that data subjects have effective safeguards and 

remedies and can justify them in the context of accountability.  

 

It is up to the data controller to ensure that the protection provided will be sufficient 

and he must therefore include all the criteria that will make it possible to verify this in 

the processing register. 
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To achieve this goal, it will be possible to use appropriate guarantees or binding 

corporate rules. 

 

Permission from the Competent Authority will still be required if the company wants to 

use original contractual clauses or provisions in arrangements between public 

persons. 

 

In addition, the controller may make transfers if he is able to demonstrate that there 

are appropriate safeguards among those listed below: 

• A binding and enforceable text between authorities or public bodies; 

• Binding corporate rules or BCR; 

• Standard data protection clauses adopted by the Commission; 

• Standard data protection clauses adopted by a national supervisory authority 

and approved by the Commission; 

• An approved code of conduct to which the controller or processor in the third 

country undertakes; 

• An approved certification mechanism. 

 

But the controller may always ask the authority to validate original contractual clauses. 

In this list, the binding corporate rules or BCR deserve further explanation.  

 

The BRC are internal rules that a company will adopt and especially to which it will 

commit itself for all data transfers for which they may apply.   

Such binding corporate rules (BCR) will have to be implemented by all relevant entities 

of the enterprise group (or group of enterprises engaged in a joint economic activity).  

It is a new element of the Regulation that they can be applied in an economic activity, 

a sector for example, and not only by structures that legally belong to the same group. 

This is possible because they have a contractual nature and it is therefore sufficient to 

adhere to them. 

 

In all cases, the rules and principles laid down by the BRC must be applied 

systematically and therefore not simply legally by the structure but practically by all the 

company's employees. When asked to validate them, the competent authority shall 

verify that these BCR: 

• Specify a list of criteria including the application of general data protection 

principles, 

• Guarantee the rights of the data subjects with regard to the processing and the 

means to exercise these rights, 

• Provide for complaint procedures, a mechanism for cooperation with the 

supervisory authority, appropriate data protection training for staff with 

permanent or regular access to personal data... 
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Finally, transfers will be possible by derogation in certain specific situation, 

when: 

• The data subject gave his or her explicit consent to the intended transfer after 

being informed of the risks that the transfer might entail for him or her because 

of the absence of a decision on adequacy and appropriate safeguards;  

• The transfer is necessary for the performance of a contract between the data 

subject and the controller or for the implementation of pre-contractual measures 

taken at the request of the data subject; 

• The transfer is necessary for the conclusion or performance of a contract 

concluded in the interest of the data subject between the controller and another 

natural or legal person; 

• The transfer is necessary for important public interest reasons; 

• The transfer is necessary for the establishment, exercise or defense of legal 

rights; 

• The transfer is necessary to safeguard the vital interests of the data subject or 

of other persons where the data subject is physically or legally incapable of 

giving consent; 

• The transfer shall take place from a register which, in accordance with Union 

law or the law of a Member State, is intended to provide information to the public 

and is open for consultation by the general public or any person having a 

legitimate interest, but only in so far as the conditions are laid down. 

 

Transfer is also possible for a specific case that requires cumulative criteria: 

• It is not repetitive, 

• It affects only a limited number of people concerned, 

• It is necessary for the purposes of overriding legitimate interests pursued by the 

controller over which the interests or rights and freedoms of the data subject do 

not prevail, 

 

The controller evaluated all the circumstances surrounding the data transfer and 

offered, on the basis of this evaluation, appropriate safeguards with regard to the 

protection of personal data.  

 

But in this case, the controller must inform the supervisory authority and provide the 

data subject with all normal information about the processing of his data about the 

transfer and the "compelling legitimate interests" he is pursuing. 

 

Each processing of data outside the Union's borders will therefore require special 

attention in order to apply both the general rules of the Regulation and those specific 

to this type of transfer. 
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Section 5. The Privacy Impact Assessment (PIA) 

 

The impact assessment obligation imposed by the GDPR is mandatory “Where a type 

of processing in particular using new technologies, and taking into account the nature, 

scope, context and purposes of the processing, is likely to result in a high risk to the 

rights and freedoms of natural persons, the controller shall, prior to the processing”75. 

 

A single assessment may address a set of similar processing operations that present 

similar high risks. 

 

The GDPR requires controllers to implement appropriate measures to ensure and be 

able to demonstrate the conformity of their transactions with the provisions of the 

Regulation, taking into account in particular "the risks, of varying probability and 

gravity, to the rights and freedoms of natural persons"76. The obligation for 

controllers to carry out an PIA in certain situations must be understood in the context 

of their general obligation to properly manage the risks of processing personal data.   

 

A "risk" is a scenario that describes an event and its effects, estimated in terms of 

severity and probability. “Risk management", on the other hand, can be defined as a 

set of coordinated activities to direct and steer an organization with respect to risk.   

 

Article 35 refers to a potentially high risk "to the rights and freedoms of natural 

persons". As stated in the WP29 guidelines on the role of a risk-based approach in 

data protection legal frameworks, the reference to "rights and freedoms" of data 

subjects refers mainly to data protection and privacy rights, but also, where 

appropriate, for other fundamental rights, such as freedom of speech, freedom of 

thought, freedom of movement, prohibition of discrimination, the right to freedom and 

freedom of conscience and religion.   

 

Consistent with the GDPR's risk-based approach, it is not mandatory to conduct a PIA 

for each processing operation. Thus, a PIA is only required where a type of processing 

is "likely to create a high risk to the rights and freedoms of natural persons"77. However, 

the mere fact that the conditions triggering the obligation to carry out a PIA are not 

fulfilled does not limit the general requirement for controllers to implement measures 

to properly manage the risks to the rights and freedoms of data subjects. 

 

The GDPR does not require a PIA for any processing operation that could create risks 

to the rights and freedoms of individuals. A PIA is only mandatory where the 

                                            
75 Art. 35, GDPR 
76 Art. 24, GDPR 
77 Article 35(1), GDPR 
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processing is "likely to create a high risk to the rights and freedoms of natural persons" 
78. It is particularly relevant when new treatment technology is used.  

 

Where there is doubt as to the need for an PIA, since PIA are an important tool for 

data controllers in complying with data protection legislation, WG29 guidelines 

carrying out one anyway.  

                                                            

Although an PIA may also be required in other situations, Article 35(3) considers that 

the processing is "likely to create a high risk" in particular in the following cases:  

• the systematic and thorough evaluation of personal aspects relating to natural 

persons, which is based on automated processing, including profiling, and on 

the basis of which decisions are taken which have legal effects on or 

significantly affect a natural person in a similar manner;  

• the large-scale processing of special categories of data referred to in Article 

9(1) or of personal data relating to criminal convictions and offences referred to 

in Article 10; or  

• the large-scale systematic surveillance of an area accessible to the public.  

 

As the words “in particular” in the introductory sentence of Article 35(3) of the GDPR 

suggest, this is a non-exhaustive list. Even if they are not included in this list, other 

processing operations may nevertheless present such a high risk. These processing 

operations must also be subject to an PIA. For this reason, the criteria set out below 

sometimes go beyond a simple explanation of what the three examples in Article 35(3) 

of the GDPR give to understand.  

 

To give a more concrete view of processing operations that require a PIA because of 

a high inherent risk, taking into account the specific elements, the list to be adopted at 

national level under79, as well as other references in the GDPR to processing 

operations “likely to generate a high risk”: 

 

• Assessment or scoring, including profiling and prediction activities, 

including aspects relating to the individual's job performance, economic 

situation, health, personal preferences or interests, reliability or behavior, or 

location and travel. For example, take the case of a financial institution 

screening its clients against a credit rating database or a database dedicated 

to the fight against money laundering and terrorist financing or "anti-fraud", a 

biotechnology company that provides genetic testing directly to consumers to 

assess and predict disease and health risks, or a company that analyzes uses 

or browsing of its website to create behavioral or marketing profiles.                                                               

 

                                            
78 Article 35(1), illustrated by Article 35(3) and supplemented by Article 35(4), GDPR 
79 Article 35(4) and recitals 71, 75 and 91, GDPR 



33 
 

• Automated decision-making with legal or similar significant effect: processing 

with the purpose of taking decisions concerning data subjects "having legal 

effects concerning, or significantly affecting in a similar manner, a natural 

person"80 Treatment could, for example, lead to exclusion or discrimination. 

Treatments that have little or no effect on individuals do not meet this particular 

criterion. Further explanation of these concepts is provided in the WG29 

profiling guidelines.  

 

• Systematic surveillance: processing used to observe, monitor or control data 

subjects, including data collection via networks or by "systematic 

surveillance[...] of an area accessible to the public"81. This type of monitoring is 

a criterion since the collection of personal data is likely to take place in such 

circumstances that the persons concerned do not know who is collecting them. 

 

• Sensitive data or highly personal data: these are special categories of 

personal data82 (e.g. information concerning the political opinions of individuals) 

as well as personal data relating to criminal convictions or offences83. Examples 

include medical records that may be retained by a general hospital or 

information about offenders that may be held by a private investigator. Beyond 

the provisions of the GDPR, certain categories of data may be considered to 

increase the possible risk to the rights and freedoms of individuals. Such 

personal data are considered sensitive (in the common sense of the term) 

insofar as they relate to domestic and private activities (e.g. electronic 

communications, the confidentiality of which must be protected), in so far as 

they have an impact on the exercise of a fundamental right (location data the 

collection of which calls into question freedom of movement, for example) or in 

so far as their violation would clearly have serious implications for the daily life 

of the data subject (financial data likely to be used for fraudulent payments, for 

example). In this respect, it may be relevant to determine whether the data have 

already been made public by the data subject or by third parties. The fact that 

personal data are publicly available may be taken into account as a factor in 

the analysis where there is provision for further use of the data for certain 

purposes. This criterion may also include data such as personal documents, e-

mails, agendas, notes from equipped readers, etc.  

 

• Data processed on a large scale: the GDPR does not specify what is meant 

by “large scale”, although GDPR provides some guidance in this respect84. In 

                                            
80 Article 35(3)(a)). GDPR 
81 Article 35(3)(c))15, GDPR 
82 Article 9, GDPR 
83 Article 10, GDPR 
84 Recital 91, GDPR 
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any case, in determining whether processing is carried out on a large scale, 

WG29 recommends taking into account, in particular, the following factors: 

 

o the number of persons concerned, either in absolute terms or as a 

proportion of the population in question;  

o the number of persons concerned, either in absolute terms or as a 

proportion of the population in question;  

o the number of persons concerned;  

o the number of persons concerned. the volume of data and/or the range 

of different data elements processed;  

o the duration or permanence of the data processing activity;  

o the geographical extent of the processing activity. 

 

• Crossing or combining data sets, for example from two or more data 

processing operations, carried out for different purposes and/or by different 

controllers, in a way that would exceed the reasonable expectations of the data 

subject.  

 

• Data relating to vulnerable persons85: the processing of this type of data is 

a criterion because of the increased power imbalance between the data 

subjects and the controller, which means that the former may be unable to 

consent to, or oppose, the processing of their data easily or to exercise their 

rights. Vulnerable data subjects may include children (who may be seen as 

incapable of knowingly and thoughtfully objecting to or consenting to the 

processing of their data), employees, employees, employees and other 

persons who may be affected by the processing of their data.  

 

• Innovative use or application of new technological or organizational 

solutions: combined use, for example, of fingerprint and facial recognition 

systems to improve physical access control, etc. The GDPR clearly states86 

that the use of a new technology, defined in “conformity with the state of 

technological knowledge”87, may trigger the need for an PIA. This is because 

the use of the technology in question may involve new forms of data collection 

and use, potentially posing a high risk to individuals' rights and freedoms. 

Indeed, the personal and social consequences of deploying a new technology 

may be unknown, and an PIA will help the controller understand and address 

such risks. For example, some "Internet of Things" (IoT) applications are likely 

to have a significant impact on people's daily lives and privacy, and therefore 

require an PIA.  

 

                                            
85 Recital 75, GDPR 
86 Article 35(1) and recitals 89 and 91 GDPR 
87 Recital 91, GDPR 
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• Treatments in themselves which "prevent [the persons concerned] from 

exercising a right or benefiting from a service or contract". 

 

The Impact Assessment Guidelines of the G2988 draw up these list of 9 cumulative or 

alternative criteria identified by the WP29. If more than 2 of the criteria are present in 

the processing, the PIA shall be conduct. 

 

According to the European regulation, in every member State, the supervisory 

authority shall draw up and publish a list of the types of processing for which a data 

protection impact assessment is required. The Minimum content of the assessment is: 

 

● systematic description of processing operations and purposes 

● assessment of the necessity and proportionality of processing operations in 

relation to the purposes 

● risk assessment of data subjects' rights and freedoms 

● measures envisaged to address risks and demonstrate compliance with the 

GDPR 

 

There are further requirements for prior consultation of the Supervisory Authority if the 

assessment reveals high residual risk89. 

 

In the context of an impact assessment, advice is requested from the DPO when there 

is one90. The DPO must be designated in some situations: 

● Data processing by a public authority or a public body, except for jurisdiction 

● when core activities consisting in processing operations which, because of their 

nature, scope and/or purpose, require regular and systematic large-scale 

monitoring of data subjects 

● when core activities consisting of a large-scale processing of sensitive data 

 

The WP29 guidelines recommend to consider the large scale to assess the necessity 

of designated a DPO: 

● Number of persons concerned, either as a specific number or as a proportion 

of the population concerned, 

● The volume of data and/or extent of the different types of data processed, 

● The duration or permanence of the processing activity, 

● The geographical scope of the processing activity. 

                                            
88 The G29 or Article 29 Data Protection Working Party is an independent European 
consultative body on data protection and privacy. 
89 Art. 36, GDPR 
90  Art. 35.2, GDPR 
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The “DPO” guidelines of WP29 gives examples of personal data processing 

operations that required a DPO: 

● Marketing activities based on personal data 

● Profiling and notation for risk evaluation purposes  

● Geolocation of data subjects, including via mobile applications  

 

On the contrary, there are some situations where the processing of personal data shall 

not be subject to a PIA by a DPO because the risks for the rights and freedoms of 

subjects are too low, for example:  

● An individual physician handling patient records 

● An individual lawyer handling criminal sanctions cases  

Section 6. The sanctions for violation of the GDPR 

 

There are potential liability different actors involved in the processing of personal data: 

The Data Controller91, the Joint data controllers92, the Data Processor93, 

Representatives of data controller or data processor not established in the EU94 

By principle, the data controller and the data processor are liable for all damage 

caused by the processing of data in violation of obligations imposed by the GDPR. 

The personal data subjects have the right to effective remedies against the data 

controller or its processor  

The fine for the the violation can reach up to 10 or 20 million euros or, for a company, 

2 or 4% of the previous year's annual worldwide turnover (whichever is higher)95 

In addition, the companies could have complementary sanctions like: the suspension 

or the interruption of processing, deletion of data, publication, etc. 

However, there are no criminal sanctions for the breach of GDPR obligations. 

                                            
91 Art. 24, GDPR 
92 Art. 26, GDPR 
93 Art. 28, GDPR 
94 Art. 27, GDPR 
95 Art. 83, GDPR  
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Chapter III. Analysis of the differences between the 

UE and the Chinese system 

 

Section 1. The influence of the GDPR on the Chinese 

Regulation: A Chinese GDPR? 

 

The Chinese Law regulates the use of “personal information” by these controllers, a 

term largely aligned with strict definition of “personal data” under the EU’s General 

Data Protection Regulation (“GDPR”). The Cybersecurity Law in China broad the 

scope of the “personal information” in China by adopting the European definition that 

we can find in GDPR. For example, the definition of personal data is now extended to 

data that can be “linked” to one person like in Europe. The new Chinese regulation is 

closer to the European standards, incorporating personal data protection principles of 

the GDPR. After the Standards were published in the end of December 2017, many 

scholars and lawyers noted that the requirements of the specification were stricter than 

those of EU counterparts96.  

 

At first, the Chinese Cyber Security Law did not grant additional protection to sensitive 

data, which was not differentiated from other data97. However, the Standards98 clearly 

identify them and require additional protections. 

 

The definition of “sensitive personal information” in the Standards takes a different 

approach to the GDPR: rather than applying only to specific types of data, the 

Standard takes a risk-based approach, defining “sensitive” personal information as 

any personal information which, if lost or misused, is capable of endangering persons 

or property, easily harming personal reputation and mental and physical health, or 

leading to discriminatory treatment99. On the contrary, the GDPR lists the different type 

of sensitive data (health, religion, political opinions, etc.) but the logic is similar behind 

these protections. Both regulation allow special treatments to data that can present a 

special risk for private life or other freedom of the individuals. 

 

                                            
96  For example: Tom Miles, “U.S. asks China not to enforce cyber security law”, Reuters, 
September 26, 2017; Chris Mirasola, “An Update on Chinese Cybersecurity and the WTO”, 
Law Fare Blog, March 2, 2018 
97 Article 76.5, GDPR 
98 Information Security Technology – Personal Information Security Standards - National 
Information Security Standardisation Technical Committee - 29 December 2017 
99 Article 9, GDPR 
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In addition, the Cybersecurity law in China therefore has a broad scope than the 

previous data regulation even if it does not have extraterritorial scope100, unlike the 

GDPR101. 

 

Following the inspiration of the data protection Laws of the GDPR, the Personal 

Information Protection in China set out the same principles of processing personal 

information in China. The list of data protection principles given in Article 4 is very 

similar to that given in Article 5 of the GDPR. These principles are directly inspired by 

those of the OECD and international standards which are nine fundamental principles: 

● lawfulness and loyalty 

● transparency 

● purpose limitation 

● data minimization 

● data quality 

● individual participation 

● susceptibility 

● security 

● responsibility  

 

These principles can be found in the Cyber Security Act, but without much precision. 

Their scope can easily be limited if a strict interpretation is given by the authorities. In 

contrast, the Chinese National Standards of December 2017 are much more explicit 

on the rights of individuals and obligations of the processors and controllers.  

 

The rights conferred to individuals are similar to those of the GDPR, although the 

Standard requires that requests be met within 30 days (or another statutory time limit), 

while in some circumstances the GDPR allows further extensions.  

The right of erasure, or the right to be forgotten, appears to be reinforced by the 

absence of the exceptions provided for in the GDPR (which allows for example to 

refuse requests for erasure in the interests of freedom of expression and information, 

or scientific research), and includes important obligations to notify erasure to third 

parties (and, in some cases, also to order them to erase data). However, in China the 

right can only be invoked after a violation of the applicable Law or the agreement with 

the individual in the processing. The right to data transferability applies in a wider range 

of situations, but is limited to certain information, such as health, education or 

occupational information.  

Chinese regulation is stricter than GDPR in some ways. In fact, for example, some of 

the more permissive processing grounds in Article 6 of the GDPR (for non-sensitive 

                                            
100  Article 2, The Personal Information National Standards 
101 Article 3, GDPR 
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data) are absent, such as the need for the legitimate interests of the controller or a 

third party. 

 

In fact, the EU General Data Protection Regulation (GDPR) exempts the requirement 

of consent for data processing in six situations. Among other things, one of the non-

consensual grounds commonly used for the collection and processing of personal data 

is that of "legitimate interests", for example the need for the processing of the data by 

the controller outweighs the data subjects' data protection interests. However, the 

corresponding concept has not been adopted in Chinese Law although the exceptions 

in the Standard probably cover some of the most common examples of legitimate 

interests, including the need to perform a contract. 

 

In fact, the new Chinese Standards do not adopt the concept of "legitimate interest", 

other non-consensual grounds for data collection and processing under the 

specification are broadly analogous to the relevant grounds under the GDPR. To some 

extent, China's non-consensual grounds are even broader in scope. For example, the 

standards list the need for product troubleshooting and news reporting as reasons for 

data collection, which is not covered in the GDPR. And as far as legitimate interests 

are concerned, we can support the exceptions provided for in the Chinese regulation. 

 

In China, consent is generally required for the sharing or transfer of personal 

information, as in the GDPR. However, the GDPR does not strictly require consent to 

data sharing.  However, both the GDPR and the Standards suggest that sharing be 

covered by some sort of prior risk assessment and mitigation exercise. 

 

Chinese regulations also impose requirements similar to the "purpose limitation" 

requirement of the GDPR (all uses of the information, including secondary uses, 

should be reasonably related to the original purpose of the data collection, and should 

be allowed again if this is not the case).  It sets aside this principle for certain research 

and academic purposes, provided that personal information is de-identified in public 

disclosures about the research. 

 

Like in the GDPR, contractors especially processors must assist data controllers in 

complying with data subjects' requests and promptly inform data controllers of security 

incidents. Chinese Standards add the obligation to notify controllers promptly when 

subcontractors are "unable to provide an adequate level of security" or after 

processing the information entrusted to them otherwise than in strict compliance with 

the controller's requirements. 

 

Chinese regulations require data protection impact assessments, which are no 

different from those of the GDPR, although the GDPR is less precise as to how often 

they should be conducted: under the standard, PIA must be repeated at least annually, 

as well as when:  

(i) new legislative requirements come into effect,  
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(ii) business models, information systems or operational environments undergo 

a major change, or  

(iii) a significant personal information security incident occurs.  Evaluation 

reports must be "open to the public in an appropriate form". 

 

As in the European data protection regulation, Personal information processors are 

recommended to follow these basic principles during the collection, retention, use, 

sharing, transfer and disclosure of personal information in China. 

 

One other difference between the 2 systems, the Chinese law does not create a DPA 

(Data Protection Authority) which would be equivalent to the CNIL in France and other 

European DPAs. No other Chinese law does, so there is still no central authority in 

China. However, some of the powers and functions of compliance control are vested 

in government still following the sectors approach. Under the sectoral approach to data 

protection, each ministry has supervisory powers over its sector. 

 

Section 2. The GDPR, a move towards Cyberspace sovereignty, 

echoing the Chinese Policy on Cyberspace 

 

The GDPR is also, in a sense, a reaction to the use of personal data by foreign and 

especially American companies: the GAFAM (Google, Amazon, Facebook, Apple and 

Microsoft). The GDPR requires companies to act on data security, by putting in place 

processes and technologies that prevent data security breaches and data theft 

oriented cyber-attacks, and this in turn, the new rights will lead consumers to have 

confidence in increasing the online security of businesses.  

 

The GDPR, more specifically focused on individual and fundamental freedoms and 

rights. is completed, by a European text focusing on the Cybersecurity: The Directive 

Network Information Services (NIS), 2016/1148 of the European Parliament and of the 

Council of 6 July 2016 concerning measures for a high common level of security of 

network and information systems across the Union. The directive NIS shall be 

transposed in 2018. 

 

The equivalent of the “CII” of the Chinese Cybersecurity Law in Europe is defined as 

the “operators of essential services” (OES) which is an entity providing essential for 

the maintenance of critical societal and/or economic activities, depending on network 

and information systems; and presenting an incident would have significant disruptive 

effects on the provision of that service102. 

 

                                            
102 Article 5, Directive NIS 
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These entities are subject to a specific regime because “they play a key and vital role 

in society as the CII. Their reliability and security are essential to economic and 

societal activities, and in particular to the functioning of the internal market103” 

 

In addition of the proper Cybersecurity, Europe want to develop is telecommunication 

and Internet industry to gain its cyber or digital sovereignty. Isabelle Falque-Pierrotin, 

president of the French personal data regulator, has led high-level battles against the 

biggest companies in Silicon Valley. It accepts that European positions on the use of 

personal data also constitute an advantage for commercial purposes104.  

 

Under his leadership, the authorities repeatedly pushed back Silicon Valley companies 

whose business models were based on trading personal data even if she assumed 

that "The data protection actions in Europe in recent years is not a crusade against 

the GAFA".  

 

The GDPR is also in a sense an emanation of principles applied by China in recent 

decades such as digital sovereignty and cybersovereignty. 

 

The National Security Law of the People's Republic of China, which entered into force 

on 1 July 2017, clarified for the first time in legal terms the "sovereignty of cyberspace". 

The Law on Network Security of the People's Republic of China, explicitly states its 

legislative objective of "protecting the sovereignty of cyberspace" in its first article. On 

December 16th 2015, President Xi Jinping, in his keynote address to the Second 

World Internet Conference, stressed that "respect for the sovereignty of cyberspace" 

was at the heart of the four principles of global Internet governance105. The term 

"Cyberspace Sovereignty" was not created by China, but was first used in 

“Cyberspace Sovereignty? The Internet and the International System written by 

Timothy S. Wu, a renowned American Internet law expert” in 1997106. The related 

academic discussions can be traced to pioneering literature written by David R. 

Johnson, President of the Cyberspace Law Institute and Professor David Post, Law 

and Borders: The Rise of Law in Cyberspace107. 

 

The sovereignty of the Internet in EU concerns all sectors and areas of responsibility 

of the EU in all its forms: digital sovereignty, information sovereignty, citizens' 

sovereignty, individual sovereignty, sovereign cloud, etc. It is necessary for EU to be 

                                            
103 Article 5, Directive NIS 
104 Laurence Cerelus, “Europe’s data protection chief signs off, with a warning”, Politico, 
February 7th 2017  
105 See Ruo Ying, “What Is the Internet Sovereignty?”, 13 Red Flag Manuscript (2014); Zhi 
Zhenfeng, Internet Sovereignty Leads to the New Pattern of Internet Governance”, People’s 
Daily, January 5, 2016 
106 Timothy S. Wu, “Cyberspace Sovereignty? The Internet and the International System”, 
Harvard Journal of Law & Technology, 1997 
107 David R. Johnson & David G. Post, Law and Borders: The Rise of Law in Cyberspace, 
48(5) Stanford Law Review 
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also a global leader in the field of information society. Even though, the notion of 

sovereignty is all the more destabilizing because it is constantly evolving108. 

 

In technical, economic and political terms, the challenge of American super-power on 

Internet has prompted Europe to assert itself while defining new powers, prerogatives 

and values States, companies and Internet giants. Annie Blandin-Obernesser, law 

professor at Telecom Bretagne in France, believes that the battle for sovereignty at 

European level raises the fundamental question of whether it is compatible with 

maintaining the values of the European Union such as the openness on which the 

Internet was founded109. As regards the protection of personal data, a draft European 

Regulation will replace the current Directive 95/46/EC, which was drawn up more than 

20 years ago and should apply from 2018. The directive is the relic of a kind of naïve 

conception of the opening' of the Internet in the 1990s. This represents significant 

progress, especially as it will no longer be possible for GAFA to refrain from applying 

Member States' regulations because of their disparity. 

 

With the GDPR, the European has finally adopted an offensive strategy after resigning 

himself to American leading role on the Internet for several decades. In fact, Europe 

want to promote the rise of a national company capable of competing with Google or 

Amazon on an equal footing, as China has done with Alibaba or Tencent to gain a 

national sovereignty. In fact, Europe has also analyzed the massive development of 

the Digital industry in China (for example, one on three of the 262 unicorns in the world 

is Chinese110) before taking important regulations concerning cyberspace in EU.  

 

Since 2010, and particularly since the new Commission took office in 2014, Europe 

has challenged the US superpower on the Internet, undermining its sovereignty the 

sanctions imposed by Brussels on Microsoft and Intel for abuse of dominance in 

people's minds. The pressure of EU on GAFMA became even stronger since the 

Snowden scandal which highlighted the use of European citizens' data by the US 

administration.  

 

The Snowden and Wikileaks scandals, combined with intense media coverage of the 

issue of corporate data management due to the safe harbor111 have helped raise 

awareness among business leaders of the challenges of digital sovereignty. However, 

                                            
108 Zhang Xinbao, Xu Ke, “A STUDY ON CYBERSPACE SOVEREIGNTY” China Legal 
Science, 2016, 33p. 
109 Annie Blandin-Obernesser, Droit et Souveraineté numérique en Europe, Ed. Bryulant, 
March 1st 2016, 306 p. 
110 Quartz, “One in three unicorns is now being born in China”, October 2nd, 2017 
111 The International Safe Harbor Privacy Principles or Safe Harbour Privacy Principles were 
principles developed between 1998 and 2000 in order to prevent private organizations within 
the European Union or United States which store customer data from accidentally disclosing 
or losing personal information.  
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the concept of "digital sovereignty" remains abstract from an IT security or cyber 

security perspective. 

 

The disclosure revealed specific details of the NSA's close cooperation with the United 

States. federal agencies such as the Federal Bureau of Investigation (FBI) and the 

Central Intelligence Agency (CIA) in addition to the agency's undisclosed financial 

payments to numerous trading partners and telecommunications companies, as well 

as its undisclosed relationships with international partners such as Britain, France, 

Germany and its secret treaties with foreign governments that were recently 

established to share the intercepted data of each other's citizens. The information has 

been made public over several months since June 2013. 

 

In China, data protection has always been perceived as a competitive advantage for 

companies, whereas it has too often been perceived as an additional cost, for example 

by French companies that do not appreciate the return on investment of these efforts. 

The French industry may now adopt new ways of using data and the new associated 

tools, namely disruptive technologies for large data, cloud computing and open data.  

 

Section 3. Economic and trade motivations behind the GDPR 

and the Chinese Personal Data Regulation criticized by 

members of the International community  

 

Foreign companies and States had criticized the intellectual property protection in 

China for years. In fact, some foreign companies consider that they must give up their 

technology and intellectual property as a right to enter the Chinese market. It will be 

the same dilemma after May for the transmission of valuable data that they collect or 

use in China. 

 

Data protection in China could also be seen as a strategy for China to obtain 

information on foreign technology and intellectual property112. In fact, some foreign 

companies are reluctant to transfer their data to the Chinese Information Technology 

Assessment Center (CNITSEC), which is the office of the State Security Ministry 

(MSS), which has the power to request source code and other intellectual property 

rights from technology providers operating in the country. Some scholars and lawyers 

argue that the recovered information could easily be used by CNITSEC to continue its 

intelligence operations113. This regulatory body could have a major power with regard 

to the amount of important data it could legally collect. 

                                            
112 Chris Mirasola, “An Update on Chinese Cybersecurity and the WTO”, Law Fare Blog, March 
2, 2018 
113 Chris Mirasola, “An Update on Chinese Cybersecurity and the WTO”, Law Fare Blog, March 
2, 2018 



44 
 

 

Foreign companies could be asked to provide source code, encryption or other critical 

information for review by authorities regarding spot checks and certification 

requirements. This process could entail the risk that this information could be lost, 

transmitted to local competitors or used by the authorities themselves. 

 

Under the New Cyber Security law and guidelines, the authority of the administration 

to control "network operators" is broad because they must "obey social standards 

and business ethics, be honest and credible, fulfill obligations to protect network 

security, accept government and public oversight, and assume social responsibility”114 

The vagueness of this provision, along with the undefined concepts of national security 

and the public interest, increase the government's motives for making broad 

statements about the need for an investigation and reduce a foreign company's ability 

to challenge a government's request for access to data. In addition, spot checks can 

be initiated at the request of the government or a professional association, which 

means that domestic competitors can try to obtain spot checks on foreign companies. 

As a result, CNITSEC's inspection powers present a new challenge to operations for 

foreign companies. 

 

In addition, to comply with data location, foreign companies will either have to invest 

in new data servers in China, which could be subject to spot checks by the 

government. Also, these new costs to hire a local server provider will benefit the 

Chinese data center owned by Huawei, Tencent, or Alibaba. In fact, these companies 

have spent billions in recent years to establish national data centers as part of the 12th 

Beijing Five-Year Plan (2011-2015). The substantial investment of these Chinese 

technology companies in recent years is one of the reasons why critics of the new law 

believe it is partly designed to support China's data management and 

telecommunications industry in the face of global competition115. 

 

The example of the Transfer of iCloud storage in Guizhou in February 2018 is 

particularly illustrative of the interesting economic impact the data regulation could 

have on the Cloud industry and in the domestic economy. In fact, the service is 

managed specifically by Guizhou-Cloud Big Data, a young Chinese company, funded 

directly by the Chinese government. It is based in southwest China, in Guizhou, a 

region that has become a pioneer in the field of large data.  

 

                                            
114  Article 9, PRC Cybersecurity Law 
115 Tom Miles, “U.S. asks China not to enforce cyber security law”, Reuters, September 26, 
2017 
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However, a study by Matthias Bauer and Hosuk Lee-Makiyama in 2016 showed that 

data location caused minor damage to economic growth due to inefficient data transfer 

processes and data duplication across multiple jurisdictions116.  

 

Even thought, locating the data could have other advantages for Chinese authorities: 

the requirement to locate the data should bring the data under Chinese jurisdiction, 

which would facilitate the prosecution of entities considered to violate Chinese laws 

on the Internet. In fact, it is also a way for China to further establish its absolute power 

on the Chinese Internet. 

 

In a US document published by the WTO, the US had barely reacted to the cyber 

security law and asked China not to apply it for fear of harming global trade in services.  

 

The United States argues that the new Chinese regulation has an impact on cross-

border services provided through a commercial presence abroad by disrupting, 

discouraging and, prohibiting the cross-border transfer of information: 

 

 “This is one key aspect of U.S. concerns regarding China’s Cybersecurity Law and 

related measures. If these measures enter into full force in their current form, they 

could have a significant adverse effect on trade in services, including services supplied 

through a commercial presence and on a cross-border basis. We are bringing this 

matter before this Council because the potential effects extend across all service 

sectors and have bearing on the rights of other Members.”117. 

 

According to the US declaration, the impact of the measures would apply 

disproportionately on foreign service providers operating in China, as these providers 

necessarily have to transfer the data to headquarters and other subsidiaries.  

 

China explained that these measures are aimed at safeguarding national security. The 

Chinese government assured the Committee that these measures do not target 

specific members and are not discriminatory against foreign products. Rather, it was 

stressed that these measures enhance consumer confidence, as they aim to provide 

secure networks and products. 

 

The representative of the United States and Japan argued that the definition of critical 

information infrastructure was too broad and vague, which could affect the operations 

                                            
116 Matthias Bauer, Martina F. Ferracane, Hosuk Lee-Makiyama, Erik van der Marel “ 
Unleashing Internal Data Flows in the EU: An Economic Assessment of Data Localisation 
Measures in the EU Member States”, European Centre for International Political Economy, 
March 2016 
117 Communication from the United States to Council for Trade and Services WTO, 
“MEASURES ADOPTED AND UNDER DEVELOPMENT BY CHINA RELATING TO ITS 
CYBERSECURITY LAW”, 26 September 2017 
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of foreign companies operating in industries, including uncertainty about inspection 

criteria and the extent of liability of network operators. 

 

The European Union, the United States, Japan, Canada and Australia, while 

recognizing the importance of protecting cyber security, asked China to define the 

scope of its cyber security regulations and clarify definitions of key terms such as "safe 

and controllable services and products" that are covered by the bill. Members 

recognized the importance of protection against "network intrusions" and "cyber-

attacks", as well as the protection of users' personal information and sensitive data.  

 

The EU representative was naturally in overall compliance with Chinese data 

regulations as the Chinese regulation is mostly similar to the EU one as demonstrated 

above. The EU representative noted that China's Cyber Security law "establishes 

provisions for the security of network operations and information, which the EU 

considers valid objectives". The European Union reminded other members that "the 

protection of personal data is a fundamental right enshrined in Article 8 of the EU 

Charter of Fundamental Rights. As such, his delegation considers that every member 

has the right to develop measures to protect individuals' personal data. In view of these 

principles, the European Union opposed only the notion of important data, which its 

representative considered to be defined "too broadly". The problem pointed was that 

vague standards would, in practice, place foreign companies in a less competitive 

situation. 

 

The representative of China argued that the above criticisms reflected widespread 

misunderstandings about its cyber security regime. China noted that: 

● the location of the data was only required for the critical information 

infrastructure; 

● was required only for personal information or material data collected in 

mainland China;  

● Important data includes only data important for the Chinese state;  

● mechanisms existed for cross-border data transfers;  

● personal information may be transferred after consent has been given;  

● consent was presumed for international calls, e-mails and cross-border 

purchases.  

 

In addition, China used the GDPR to defend its project and justify the regulation on 

personal data: "China has been inspired by the practice of other WTO members. 

 

China's assertion is used to justify China's more restrictive provisions compared to 

other WTO members. In fact, behind the argument on the protection of digital privacy, 
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there are also certain Economical and Trade motivations, as is the case in Europe with 

the GDPR118. 

 

Conclusion. 

 

Some Chinese Authors, like Zhang Xinbao, Xu Ke, consider that Respecting network 

sovereignty, maintaining peace and security, promoting openness and cooperation 

and building an orderly system" are four basic principles for establishing a multilateral, 

democratic and transparent system of global Internet governance. 

 

They argue that “the absence of cyberspace sovereignty deprives the cyberspace of 

true freedom, orders, and chances to develop and flourish. We firmly believe that 

cyberspace sovereignty will be adopted by the whole world, and a global cyber space 

with peace, safety, openness, and cooperation will eventually take shape”119. These 

authors were right concerning the EU which is today active, notably with the GDPR, 

the directive NIS and other Tax reforms, to conquer its sovereignty on its cyberspace. 

        

Even if GDPR is more focusing on personal information and the Chinese 

Cybersecurity Law is more state-security oriented, we can notice that they share a 

common ambition on regulating the collection and the use of the personal data and to 

assure their respect and their security. 

  

Chinese citizens' attitudes toward the protection of personal information are 

ambivalent. In popular online defamation campaigns, citizens engage in a vigilant form 

of justice to punish those accused of wrongdoing that is often not punishable by law. 

The exposure of private information, for example, corrupt executives, unfaithful actors 

or unpatriotic students is used as a weapon against the alleged perpetrator of a 

"crime". Begun by a citizen, thousands of people join to publish the target's photos, 

phone numbers and addresses online, opening the way to offline threats and abuses. 

However, Chinese citizens have demonstrated a growing awareness of the 

importance of protecting personal information in recent years. 

 

The major change in Data regulation in China indicates the policy maker's efforts to 

address society's concerns about the security of personal data by broadening the 

scope of protection. In fact, before the reform in China, many companies designed 

their data protection systems to protect only personally identifiable data such as ID 

card numbers, phone numbers, IP addresses, and so on. 

                                            
118 Chris Mirasola, “An Update on Chinese Cybersecurity and the WTO”, Law Fare Blog, 
March  2, 2018 
119 Zhang Xinbao, Xu Ke, “A STUDY ON CYBERSPACE SOVEREIGNTY” China Legal 
Science, 2016, 33p. 
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In response to growing concerns about the security of individual personal information, 

the Chinese government has clarified its existing rules regarding data privacy 

regarding the collection, processing, use and other personal data. Organizations 

operating in China should review their data privacy policies to take into account the 

National Standard on Personal Data Protection, which came into effect on May 1 and 

provides detailed guidance to companies in establishing and maintaining information 

governance systems120. Nevertheless, it is impossible at this stage to know how strict 

Chine and the Europe State members will be concerning the respect of the obligations 

and the sanctions for violation. 

 

The protection of personal data is already becoming effective these last months in 

China with concrete measures taken by the government over Domestic companies. 

For example, Beijing announced on January 2018 that it had reprimanded three main 

local technology groups three companies keep inadequate practices on the collection 

and use of personal data of their users and insufficient communication on this subject. 

The declaration explicitly targeted are Internet giant Baidu, electronic payment 

platform Ant Financial (associated with local e-commerce leader Alibaba) and the 

highly popular Jinri Toutiao application121. 

 

An unusual warning from the Chinese government, which itself monitors content 

exchanged online and feeds gigantic databases for security purposes on its citizens. 

The three technology groups concerned, "were ordered to rectify their practices 

immediately" by "completely" informing their users about the data extracted from 

them122. No penalties were pronounced, but companies, have assured that they will 

conduct internal investigations to "correct" their failures. 

 

Also, this Statement comes shortly after a debate also about the personal information 

process by Alipay in early January. In fact, Chinese Users had noticed that the platform 

had enrolled them without their knowledge in a financial rating service with data 

sharing with third parties: the device, accused of infringing on privacy, had been widely 

denounced by Chinese Internet users. Alipay's rating system, called Sesame Credit, 

has already been accused of being a form of social control, with the rating given to 

users depending on their spending. The movement was initiated by a lawyer, Yue 

Shenshan, who alerted social media: "If we do not protect our personal information 

now, the situation will only get worse”123. 

 

                                            
120 Todd Liao, “China Publishes National Standard for Personal Data Protection”, Morgan 
Lewis, March 12, 2018 
121 He Wei, “Alipay makes changes after privacy criticism”, China Daily, 5 January 2018 
122 Ibid. 
123 Ibid. 
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Faced with the scandal, relayed by the state media, Alipay apologized and stopped 

the transfer of personal data to Sesame Credit. For observers, the case suggests that 

the Chinese have become more sensitive to the notion of privacy, because mobile 

applications (messaging, payment, e-commerce, taxi or meal reservations) have 

become ubiquitous in their daily lives. 

 

Specialized departments have announced that they will continue to inspect internet 

applications and services to ensure that they "do not infringe users' privacy" and that 

users are fully informed, ensuring that "illegal practices will be severely punished and 

exposed" to the general public124. 

 

The rating has an impact on the treatment of the citizen, for example by making access 

to credit more or less easy. The controversy reveals that the Chinese have become 

more sensitive to the notion of privacy protection, observes the new China agency. 

The Professor Han Zheng of Tongji University in Shanghai confirmed the recent 

awareness of the processing of personal data in China: "We are more inclined to 

exchange information (than foreigners) and it has been very easy for companies to 

collect user data, but this is starting to change"125. 

 

The concern on the protection of data is particularly important in the period of the era 

of smart Internet (the third-generation network) with data as its core. The value of data 

is given adequate attention and made fully use today. For example, the Internet of 

things (IoT) provide the channel for huge data collection, while the cloud computing 

provides the technical tools for processing and utilizing data. The States have to 

regulate the collection and the use of data to permit and secure the Era of Big Data126. 

 

Concerning the protection of personal data, the European Union is succeeding in 

making its vision prevail in the world. Other Countries, like China, made the choice to 

guarantee a high level of protection in a major Regulations like the GDPR influenced 

by this model. Even some Multinationals themselves chose to apply European 

standards to their operations outside Europe, for reasons of cost and organization, 

after having to comply with them to access the colossal European market. 

 

This soft power of European law on international standards was initially only a 

collateral effect of rules intended for the internal market. Then Europe, in its self-

awareness, made the strengthening of this influence one of the objectives of the 

GDPR. As both regulation is quite similar except little differences detailed above, 

personal data protection compliance in China can be based on GDPR requirements, 

                                            
124 He Wei, “Alipay makes changes after privacy criticism”, China Daily, 5 January 2018 
125 Ibid. 
126 Wang Jia, Li Huaisheng, “THE ERA EVOLUTION OF CHINAS CYBER SECURITY RISKS 
AND TRANSITION OF CORRESPONDING CRIMINAL LAW STRATEGIES”, China Legal 
Science, 2017, 25 p. 
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and to consider adding Cybersecurity specific requirements (annual security 

assessment, consent for the export transfer, etc.).  

 

The only real alternative model is the American one, which favors self-regulation and 

consists of multiple laws concerning only certain sectors (bank, insurance, health etc.), 

resulting in unequal and often weaker protection. With the last regulations, China has 

switched from an American model to a European model on personal data regulation.  

 

China's Cybersecurity Law is a strong illustration of the development trend in Chinese 

law on the issue of personal data protection. Data protection in China, initially very 

divided between sectors, tends to be addressed by broader rules, which this law also 

shows. There is still a long way to go, but the current development of Chinese law is 

an illustration of the European Union's ability to export its legal standards, thanks to 

the authority of uniform and effective regulation on a continental scale. 
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